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BANKING AND RETAIL TRANSACTION NETWORK 

This invention relates to banking and retail 
transaction networks. 

Banking and retail transaction networks comprise one 
or more transaction terminals connected to a server. 
Typical transaction terminals may comprise automated 
teller machines (ATMs), retail point-of-sale (PoS) 
terminals and general self-service terminals (SSTs) . Each 
terminal has a central processor, typically PC based, 
which controls the application flow and user interface 
presentation. The application software and the graphics, 
animation and sound files used by the application are 
stored on a hard disk or other mass storage device within 
the terminal. The terminal is connected through either a 
high order communications link or a modem and telephone 
based link into a network which includes an information 
database (termed a legacy Host) . Numbers of other 
terminals, which may be of the same or of a different 
kind, may be connected in the network. Simple client- 
server transactions are conducted between a terminal and 
the host in order to obtain specific customer information 
used in the processing of a customer's transaction. m 
the case of an ATM the transaction may typically be a cash 
withdrawal or a balance request. m the case of a retail 
PoS terminal a typical transaction is a price lookup. 

A transaction terminal includes peripheral devices 
that are often very specific to the function of the 
terminal. Typical peripheral devices included in an ATM 
are a card reader, a cash dispenser, a receipt printer and 
an encrypting keyboard. These devices are not normally 
found on a PC and must be added both physicaily and v 
electrically and be provided with appropriate ' control 



software. The serial and parallel ports associated with 
the central processor of a PC can be used to supply 
control signals to the peripheral devices. Alternatively 
a proprietary communications system can be employed, for 
ex3r.ple the - system known as Serial Distributed Control 
(SDC) is used in NCR ATMs. In either case the peripheral 
device requires some form of embedded processing 
capability to conduct communications with the central 
processor and to implement its commands upon the device. 

The above approach has a number of failings. The 
main task of a central processor is to present 
inform.ation, graphics and animation to the user. However 
the processor is also required to conduct control and 
possibly maintenance operations on the peripheral devices 
connected to it. Therefore either a larger processor is 
required to obtain a given level of user interface 
performance or this performance is adversely affected by 
the control operations of the processor on the peripheral 
devices . 



Additionally, the peripheral devices act as simple 
command processing systems, with all application control 
being conducted from the central processor. Peripheral 
processing capability is therefore not well utilised, 
acting as it does in a start-stop manner. 

All applications software, peripheral device drivers 
and user interface files are held in the mass storage 
device in the terminal. This means that to upgrade the 
software it is necessary to install new files onto this 
mass storage device. Particularly in the case of ATMs 
where security is a significant factor this can be an 
arduous task requiring secure disc build operatlons^ ^^: ' 
each individual terminal. While this may be feasible. 



although cumbersome, for driver software in current use it 
is unlikely to be practical for transaction terminals in 
the future, which will be required to dynamically change 
their capabilities at run time and not just at the start 
of day. Examples of thic^ include the need to operate with 
so-called '^Smart" cards of various kinds. Smart cards 
have built-in electronic processing and data storage 
facilities. Card readers for such cards need to be able 
to both read from and write to different kinds of Smart 
cards and to the underlying applications contained within 
those cards. Smart card readers will be required to use 
different drivers dependant on the actual Smart card that 
is inserted. There may also be a requirement to download 
new applications software for transfer to an inserted 
Smart card. Printers will require the dynamic download of 
different graphics drivers to support various different 
graphics formats. Yet again dispensers may not be limited 
to dispen^sing cash only but may be required to dispense 
other media so that alternative or additional control 
software may be called for at run time. 

It is an object of the invention to provide a 
transaction network in which the above problems are 
overcome . 

According to the invention a banking or retail 
transaction network comprises a server and one or more 
terminals each containing a plurality of peripheral 
devices characterised in that the server is arranged to 
store applications and driver software for the peripheral 
devices and communication links are provided from the 
server to individual peripheral devices to enable such 
software to be downloaded directly from the server to the 
devices . 



Preferably the peripheral devices include their own 
e^edded processors to which the con^unicati 
able to download software from the server. 



on links are 



in c.rryin,- oat the i.:vention the devices may each 
include hardwa.e cont.01 „ea„3 to control the hardware C 
the dev.ce and the processor e^edded in a device operates 
the h,,,„, ^^^^^ ^ ^^^^^^ determined ./the 

software downloaded to i-h^ 

^° processor through the 

communications link. 

In a preferred embodiment the commnnication links 
also enable the peripheral devices of a termina to 

communicate with each other. 

follo'"' ""'^'^"^^ '^--^ -y be selected from the 
following peripheral devices, namely: a user interface a 
card reader, a receipt prinJS^-alTd a cash dispenser The 
card reader is preferably capable of readi?, from and 
writing to Smart cards. 

The communication links m^./ ^ ^■ 

"^^y ^® dedicated links 

3ignal transfer means for enabling transfer of signals 
from the modem through a telephone network to a server 

a ^"-^""^"^"'^ °' invention there may be provided 

a banking or retail information database and a 
coKununications link between the banking or retail 
information database and the central server. 

in order that the invention may be more fully 
understood reference will now be made to the accompanying 
drawings m which: ^ 
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Fig* 1 is a block diagrammatic representation of one 
peripheral device and its place in a transaction network 
embodying the invention, 

Fig, 2 is a block diagrammatic representation of a banking 
or retail transaction network ercLbodying the invention and 
showing one terminal, and 

Fig. 3 is a flow chart of card reader control software for 
detecting different types of card. 

Referring now to Fig.l there is shown therein a block 
diagram of a typical peripheral device 1 utilised in a 
network embodying the invention. Device 1 is connected 
over a Local Area Network (LAN) 2 to a central server 3. A 
legacy host 4 is also connected to server 3 via a Wide 
Area Network (WAN) 5. Device 1 contains an embedded 
processor 6 to which is connected a communications system 
7. Communications system 7 together with LAN 2 form a 
communications link between device 1 and server 3. Also 
contained within device 1 there is hardware control 
electronics 8 for controlling the module hardware 9 of 
device 1. A number of different devices such as device 1 
and each having different functions are grouped together 
in a transaction terminal 

Processor 6 is able to communicate through 
communications system 7 and LAN 2 with server 3 and with 
any other devices connected to LAN 2. Processor 6 
utilises communications system 1, LAN 2 and server 3 in 
order to load applications and drivers for hardware 
control electronics 8 as required. Embedded processor 6 
applies the loaded driver to hardware control electronics 
8 to control module hardware 9. Dependant upon the 
application loaded from server 3 to device 1,. it is 
possible for the software to access legacy host 4 over LAN 
2, server 3 and WAN 5 as required. 
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Referring now to Fig. 2 thf=rf» i =. 

^ ^ tnere is shown therein a 

DiocK diagram of an atm i i u 

or an ATM 11 having a plurality of 

peripheral devices each of which , 

. . , wnicn IS an example of a 

typic?! peripheral devi-- t d^-----'--) 

' d^c^^.^s^^d with reference to 

ig- 1. in the . example illustrated ATM 11 has various 

peripheral devices each of which fulfill a different 

function. Thus there are a user interface 12, a card 

reader 13, a receipt printer 14 and a cash dispenser 15 

user interface 12 comprises a keyboard and a display unii 

A typical ATM keyboard win h«„. , 

^ "ill have a numeric keypad and a 

small number of additional keys, which may be labelled 
"ENTER", "CANCEL" and so on. ^Celled 

A server 16 is positioned at a suitable location 
externally of ATM 11. ATM 11 is connected to server 16 by 
a communication link 17, which can be of any known type 

For example link 17 may be oart of = > , 

ay oe part of a local area network 

(I^), a Wide area network (BAN) or else a dial up 
connection. Link 17 may be a high bandwidth network 
connection to allow for efficient and rapid download of 
so.tware and may utilise the TCP/IP transfer protocol, 
although for Single off-site terminals lower speed dial-up 

modems can be used. other banking transaction terminals! 

in acditron to ATM 11 may be linked to server 16 through 

"ther communication links similar to link 17. 

oerioh °' link 17 is that each 

peripheral device or module in ATM 11 has independent 
access to server 16 through link 17 and is thus an 
individual Client to server 16. server 16 is connected to 
legacy Host .18 <„hich is banking or retail information 
database, through a further information signal 

communication link 19. Server i « i 

server 15 also contains the 
application software u'^e^rt Kw ^ -, 

xuw^re used by the modules in ATM 11. The 



7 

same applications software 
corresponding modules in other 
which are linked to server 16. 

The modul-s in, ATM 11 access link 17 using standard 
networking protocols such as TCP/IP in order to connect 
both to server 16 and to the other modules. Each module 
may contain an embedded processor and appropriate hardware 
control electronics in order to be able to manipulate the 
hardware that constitutes the module- This can be done 
either by embedding the silicon description of the 
processor within module specific control chips or through 
the use of a generic embedded processor which uses general 
purpose input/output software to access module specific 
control chips as peripheral devices . 

In addition to link 17 providing a direct connection 
from each module to server 16, link 17 also enables 
communication to take place among the individual modules 
of ATM 11 themselves. Thus information as to the 

operational state of any of the modules can be 
communicated to other modules. 

In operation and with the applications software being 
held in server 16, the modules of ATM 11 require only a 
very simple boot code to be present in ROM or PROM or in 
Flash RAM in the modules themselves to allow them to boot 
up, initiate a network session with server 16 and download 
the current version of the applications software to each 
module. The downloading operation may use standard 

protocols such as BOOTP or TFTP.. Software upgrades are 
easily achieved by upgrading the software held on server 
16 and restarting the modules either directly at ATM 11 or 
via server 16. This allows for the remote administration 
of an entire transaction network. 



can also be used by 
terminals of the network 
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relationship exists between "f "^""^ ^ -ster/slava 
the other "^erface la an. each o. 

conducted by the user interfl: flow is 

peripheral modules belno r- """"^^ """^ 'he other 

as retired %r~'' '° out specinc 

— icaticns iin.s us rTt^ 'he 
-«te .ethod invocation or reJtT ' 

remote procedure calls. 



an 



alternative arr-n-;^ ^ 

relationship exists between a?; ' '° 

^e occurrence of signiUcant °^ ^™ 

ensure synchronisation '7"'/"-"- is broadcast to 

operating within each module. "=^^'""^1 applioations 

^he ability of 

transaction nstwor. to dynatc'au"', "'"'^^ """" ^ 
components provides ^^^"^"'^^ ■■^"■^ recrulred software 
controllable mechanism for "s, -s"y 
functionality. Por exa.pie for carT"'"/ 
- recognise different types of s " " '° 

-gnetic stripe cards caTd re d ""^ " as 

-itipie type card reader. .o thl "^^'^ '° a 

-^-rivers must be available and ''"^"^t software 

^"ferent types of electricaT i T'^^^'"^ '° -PPort the 
co^nunlcations protocols . <^ata streams and 

addition various mechanical and eT t '''' °' ="^- ^" 
™=t be addressed. electrical considerations 

™e flow Chart of Fig , 
application flow f„, recogni^g t„ '"^ ^^i^ 

""•^ the processing of a 1" '^"'^ °' card 

" is the defauu'": """^ ^ '''^ 

e^ault program that is i ^ 

-■-s loaded 
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initially and waits for a card to be inserted. On 
detection that an attempt is being made to insert a card 
into card reader 13 the program provides for the opening 
of shutters and for the energising of drive motors as 
required and then identifies the type of card that has 
been inserted in accordance with the flow chart 
illustrated in Fig. 3. Whereas traditional card readers 
need to have all the necessary routines available all the 
time, either locally in ROM or else downloaded at the 
start of the day, it is necessary in a terminal embodying 
the invention to initially download only the default 
program and only when the presence of a Type 1 or Type 2 
card (as indicated in the flow chart of Fig. 3) is 
detected is the relevant program for the detected card 
downloaded . 



While the flov/ chart of Fig. 3 shows only two types 
of card it can readily be modified to detect any other 
number of cards. If it is desired to support another type 
of card the default program needs to be increased in size 
by only a small amount sufficient to support the extra 
decision block and type identification. On the other hand 
a traditional card reader would need to have its program 
increased by the total size of the routines required to 
process the extra type of card or application embedded in 
the card. Similar considerations apply to other modules 
such as printers and media dispensers. 

In the case of printers, technologies such as the 
World Wide Web bring increasingly large amounts of graphic 
imagery to self service and point of sale terminals so 
that printers at such terminals require the ability to 
print out hard copy of such imagery. Printer 14 can load 
Web pages directly over communication link 17 from server 
16 as well as loading the appropriate printer driver 



software to suoport th. 

«3ide„t In server 16 and LT'. be 
and „hen required. As these dr '° « 
^-"'^ it is po33ible to c Of code and 

^^^9 «th its own pri„t;r'dr"''"""^' ^"'^"^ -^^«V- 
-to^ise receipts, statements LT.r"""" ^" "^^^ ' 
Of a branding exercise or as a ! . '"""^^ ^ 

; These graphic images .^."f -ercise for 

taice up .e«ry space in the prxnt ' '""^"ory and 

■duration of their task. °niy for the 

The traditional cash ri, 

Of a genera: .uiti-I dit d^" "'"^ '° 

b^ -dispensed ranging fro„ " ^r ' to 

-tes, airXine and other tic'eTs h °^ -"-=V 

- to piastic media such as s i n °' ^'^^^ 

" ' -^"i«"ent to support dLf"'"' '^^"'^"^ly there 
d^penser „hich reguire differ ""^''^ " 'he 

parameters for the different J l ""'"^ ""^ control 
the dispenser, .pp o" a " "'"'^ "^'"^^^ '■^id 

downloaded from 3erver '""""^ ^e readily 

-thout the need to store ever; at " " ™" 

at the dispenser. ^ alternative driver program 

Since each module has = ^. 

communication im. server"ir through 

''"ectly and independently with " " <=°-"nlcate 
software but also to ohtai: '° ^°"nload 

transaction while it ta.es place T""" '° ' -"«t 

-ay be made for information si. T ^ «^"«t 

appropriate to conduct the cu " "° '"^ and 

dispenser 15 „iii reguir the tion. ,,ns 

to determine if ^^^^ ""-t balance i„ 

--r a requested cash withdr ai "^V""'^'^" ^° 

"aer interface 12 may 
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require account balance and bank statement information in 
order to present these to the user. 

Since each peripheral device in ATM 11 is 
individually connected to :server 16 the network is capable 
of downloading software from server 16 whenever it is 
required, for example on startup or on resetting. 
Furthermore the latest version of a particular software 
application can be instantly made available to all 
terminals in a network by loading it into server 16 
without the need for physical access to any of the 
terminals. In addition terminal specific software can be 
made available at the server. Such terminal specific 
software may comprise marketing messages for display at a 
terminal . 



By having a direct connection from the peripheral 
devices to the server it is possible to allow the 
peripheral software applications to take a more active 
role in the overall operational flow. This allows the 
user interface processor to concentrate on its primary 
task of providing user interface display graphics, 
animation and video facilities. The processing power 
required to operate individual peripheral devices can then 
be selected to optimise the cost/performance ratio. 

It is desirable to monitor the operation of the 
modules and for this purpose various logs and hardware 
tallies can be provided for. The embedded processor at a 
module can be arranged to generate such logs and tallies 
and report the results. Access points can be provided over 
a network to allow for diagnostic operations including the 
downloading of monitoring information. The reports can be 
in HTML form thus allowing a standard Web browser to 
access the information. 



CLAIMS : 



" ''"""9 or retail transar.^■ 

" or :e> an. J T^^ "^'""^ ""Prlain, a 
-ntainlng , ,.i.«a:ity °" (U, each 

c.a„cterise/;„ ^ or 

"™ to store appucations a" . " « " 

P-.Pheral devices an. .0^^:::^^''!^^ .or the 

ded fro„ the server ^3 '''' - are 
P-iphera. devices a or 1. ' ?! «divi..ai 
=° t-re to he do„„Xoaded dire'c"; ^"^^^^ -ch 

to the devices. ^^"^ '"e server (3 or 

^- The network as r-i ■ 

peripheral devices ,1,""' ' " "Wch the 

processors ^.J^' ^^^-^^ their own 



The network as • 

each incl TaU" ' ^" -e 

the hardware ,s> T to 

processor e*,,,^, °' device ,i) and the 

hardware control „eans ,8, i„\ " ""-"tes the 

-«„are downloaded to the or """" '^'""'"^^ 'he 

coimnunicahi^r,-, •■ • Processor fg) ^K 

"J-cations link (2,7). ' ' t^^rough the 

. as clain.ed m anv 

-la..s Characterised m that the °' ^^^^^-^ 

also enable the ^°™"--tlon links (2,7 

12, 13,1,, Of a t. • P^^^P^eral devices ri 

terminal (H) ^.^ ^ <1 or 

other. '11) to communicate with each 

5. The network as claimed m 

Claims Characterised in that tT' °' Preceding 

' P-lpheral devices are 



selected from the following peripheral devices, namely: 
a user interface (12), a card reader (13), a receipt 
printer (14) and a cash dispenser (15) . 

6. The netvycrk as clai.asd in Claim 5 characterised in 
that the card reader (13) is capable of reading from and 
writing to Smart cards. 



7. The network as claimed in Claim 5 or Claim 6 
characterised in that the user interface (12) comprises a 
keyboard and a display unit. 

0. The network as claimed in any one of the preceding 
claims in which the communication links (2,7 or 17) are 
dedicated links. 



9, The network as claim.ed in any one of claims 1 to 7 
characterised in that the communication links (2,7 or 17) 
comprise a modem and information signal transfer means for 
enabling transfer of signals from the modem through a 
telephone network to a server. 



10. The network as claimed in any one of the preceding 
claims characterised in that there is provided a banking 
information database (4 or 18) and a communications link 
(5 or 19) between the banking information database (4 or 
18) and the central server (3 or 16) . 



ABSTRACT 



BANKI«C RETAI. TRANSACTION NETWORK 

A banking or retail t 
nmnber of te™i„al, J"""""" network comprises a 

— . a,, -pr.sls a pxraX or ' 
="ch as a user interface ,1., P«^Pheral devices 

P>^"ter ,14, and cash dispens'erTs, 
software for the peripheral devices Is H 

US, located externally of .h, t ' ^^""^ 

iinlced to the terminal ,u, J ' terminal (u, and 
The link (17, extends T " "-unications link 

--ces so that thl/te Lrlct'^cirr""" "^"'''■"^^ 
<1S). Additionally the „H ■ ^^i^nts of the server 

connected to each ot^r TlTlT'"''"'' '^^'^^^ 
to communicate directly with . ^"^^^^ them 

. bankin, inform::!": ar*"^"^ ^ P=«r-to-peer 
is connected to the c»„^ , (legacy Host, us, 

information Signal connection ,1^,"";: - 

^-Li^j . (Fig. 2) 
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